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Step 1 — I got my kali linux ip(Attacker machine)

| Kali Linux - VMware Workstation - a
File Edit View VM Tabs Help | || v | & | @ OBEONE M E-
() Home [ Kahi Linux I3 csexam

<LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo

valid_1ft forever preferred_1lft forever
inet6 /128 scope host noprefixroute

valid_1ft forever preferred_lft forever

<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default gqlen 1000

link/ether 00:0c:29:26:d9:53 brd ff:ff:ff:ff:ff:ff
inet 4 brd scope global dynamic noprefixroute etho

valid_1ft 975sec preferred_lft 975sec
inet6 /64 scope link noprefixroute

valid_lft forever preferred_lft forever
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Step 2 — I did network scan in particular range of my
ip but didn’t get any result, then switched off the target
and changed the network to NAT from Bridged. And
then again ran the network discovery command, and 1
got the target ip.

|8 Kai Linux - VMware Workstation
File Edit View VM Tabs Help | ||~ & Q@ ODBQ0E M E-

‘ Home ([ Kali Linux [ csexam

zsh zsh ~:2sh

CLz‘rentIy scanning: Finished! | Screen View: Unique Hosts
4 Captured ARP Req/Rep packets, from & hosts. Total size: 240

IpP At MAC Address Cou Len MAC Vendor / Hostname
10.10.10.1 150: 100: 60 VMware, Inc.
10.10.10.2 H 5 - 60 VMware, Inc.

10.10.10.136 : 8 60 VMware, Inc.
10.10.10.254 150 s B 60 VMware, Inc.
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Step 3 — I ran ping command on target ip to confirm
that its alive.

|@ Kl Linux - VMware Workstation -8 %
File Edit View VM Tabs Help | || v | & | (O o -
{ar Home [ Kafi Linux [ csexam

L 10.10.10.136

PING 10.10.10.136 (10.10.10.

64 bytes from 10.10.10.136
bytes from 10.10.10.136
bytes from 10.10.10.136
bytes from 10.10.10.136:

— 10.10.10.136 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3034ms
rtt min/avg/max/mdev = 0.678/0.795/0.866/0.070 ms
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Step 4 — I did port scanning using nmap and got open
port 80

|8 Kali inux - VMware Workstation -8 x

File Edit View WM Tabs Help | || v & & o)

» Kali Linux I3 csexam

=
10.10.10.136

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-06-29 18:19 IST

Nmap scan report for 10.10.10.136

Host is up (0.00065s latency).

Not shown: 65534 closed tcp ports (reset)

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))

| _http-server-header: Apache/2.4.41 (Ubuntu)

| _http-title: Apache2 Ubuntu Default Page: It works

MAC Address: 00:0C:29:88:9E:5F (VMware)

Device type: general purpose

Runnin Linux 4.X[5.X

0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5

0S details: Linux 4.15 - 5.8

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 0.65 ms 10.10.10.136

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 13.19 seconds
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Step 5 — I used nmap to do vulnerability assessment on
port 80 of the target ip, but couldn’t find any
vulnerability which can be exploited directly. So 1
decided to go for its web exploitation because http port
80 is open.
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Step 6 — I opened the target ip in my browser and
landed on a apache?2 default homepage, which can
now be used to proceed further

@ Kali Linux - VMware Workstation

File Edit View VM Tabs Help | || ~

() Home (3 Kafi Linux [[3 csoam

ins  Settings  H

Dcopy [ Pase Q Find

http://10.10.10.136
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@  Kali Linux - VMware Workstation

File Edit View VM Tabs Help | || ~

{7y Home (13 Kali Linux I3 csexam
he2 Ubuntu Default Pag. X
C @ O & 1010101

KaliLinux @ Kali Tools * KaliDocs X Kali Forums X Kali NetHunter * Expioit-DB * Google Hacking DB~ OffSec

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Ubuntu systems. Tt is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is
derived. If you can read this page, it means that the Apache HTTP server installed at this site is working properly.
You should replace this file (located at /var /www/htnl/index. html) before continuing to operate your HTTP
server,

1f you are a normal user of this web site and don't know what this page is about, this probably means that the
site is currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Ubuntu tools. The configuration system is fully documented in /usr/
share/doc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2 -doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows;

/etc/apache2/

|-- apache2.conf

| ports.conf
|-~ mods-enabled

| |-- *.load

| -- *.conf

|-~ conf-enabled

| -- *.conf

|-- sites-enabled

| ¥ conf

«  apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server

«  ports.conf is always included from the main configuration file. It is used to determine the listening
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Step 7 — I decided to do directory fuzzing to find any
hidden directories which could help

A) I first used common wordlist , but couldn’t
get any directory except index.html

ep | |1~ & 0 @ 0DB8d8 b &
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B) Then I used big wordlist and got /pluck
directory which opened a login page
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B Kali Linux - Mware Workstation -8

File Edit View VM Tabs Help | || v+ &

Home » Kali

B  Pluck Global - Phuck Global
€ 2> Ca O A& 1010.10.136/plu

KaliLinux @ KaliTools @ KaliDocs X Kali Forums X Kali NetHunter . Expioit-DB * Google Hacking DB~ OffSec

Pluck Global
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Step 8 — Then I tried whatweb to get some extra info

B Kali Linux - VMware Workstation i

File Edit View VM Tabs Help | || ~ & D ]

Home » Kali Linux [ csoam

File Edit View Bookm:

B NewTab [ split

//10.10.10
r ache 4.41], Countr; ERVED], , HWTTPServer( ¢ . , RedirectLocation[nttp://10.10.16.136/pluck/], Title[201 Moved Permanent

| Cookies[ PHp: )], CountrylR D HTTPServer( e ©.10.136], RedirectLocation[http://10.10.10.136/pluck/?file=pluck-global]

200 0K] Apache[2.4.41], Cookies[PHPSES SERVED] HTTPServer( [10.10.1.1351, MetaGenerator(pluck 4.7.16 , Title[Pluck G
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Step 9 — I went to the login page and tried common
passwords like admin,password and 123456 which all
gave the same message “Password Incorrect”, and
when I did multiple wrong attempts, it asked me to
wait 5 minutes for exceeding limit
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Step 10 — Then I decided to brute force the password
using hydra, by also specifying the error messages that
it gives

B Kali Linux - VMware Workstation
File Edit View VM Tabs Help | ||~ & O @ DBEONS b E-

o Home ¢ | [ wabitim % | 3 comam

jins  Settings  Help

pluck

Jusr/share/wordlists/rockyou.txt 10.10.10.1

inding, these
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'@  Kali limx

VMware Workstation

file Edit View VM Tabs Heip | ~

Home + Kall Linux + CsEXam

B P pluck47.16 dev-log in P pluck 4.7.16 dev - log in

«c > C @ 0 & 1010

Kall Linux

= KaliDocs N, Kall Forums < Kali NetHunter

ExploitDB * Google Hacking D8

pluck

password

=]

assword incorrect
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Step 11 — I tried all passwords but they were all wrong,
so now I decided to do directory fuzzing again, but
now on this pluck login page.

B Kali Linux - VMware Workstation
ep | 11~ 2 0 @ DBEBOE b ;-
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Step 12 — I opened all links of this result and finally in
/robot.txt I found this secret directory:
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Step 12 — I went to this directory and found the admin
password (FINALLYYYY After 1hr 44 minute
struggle and fun)

|@  Kali inu - VMware Workstation Tl X

File Edit View VM Tabs Help | || v+ & D o

{a) Home (3 Kafi Linux [[3 csoam

B P pluck 4.7.16 dev administ X 6/pluck/robots.ixt X 10.10.10.136/pluc

<« C @ O & 101010136
KaliLinux @ Kali Tools * Kali Docs X Kali Forums X Kali NetHunter * Exploit-DB * Google Hacking DB ' OffSec

adnin/GOBANE
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B Kali Linux - VMware Workstatian

File Edit View VM Tabs Help | || v @ S DBEoE M -

{ir Home (132 Kal Linux [ csaam

@ P pluck 47.16 dev administ

€ 2> O O & 1070410

KaliLinux @ Kali Tools © KaliDoes X KaliForums X Kali NetHunter  Explot DB % Google Hacking DB ' Offsec

[ 0 res i trashcan
p I uc k @ viewsite @ start  [5] pages i modules 3¢ options 3 log out R v s i
start

Welcome to the administration center of pluck.
Here you can manage your website. Choose a link in the menu at the top of your screen

more...

@ take a look at your website
@ y!

take a look at the result

credits
all the people who helped develop pluck

© Check writable options

Check writable options

— need help?
we'd love to help you
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| tried opening all links available on the admin page , but couldn’t figure out how to get pluck’s
password, still a lot to learn..still | am happy that | did it till here.

Really grateful to Cyber Secured India for this amazing internship.

|@ Kali Linux - VMware Workstation

file Edit View VM Tabs Hep ]+ & O @ DEO0N8 bk -

G Home [ Kablnax [ csexam

The Mitten
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1:am a Christ follower, a web developer, family guy,

You can catch me singing on the intemet - sometimes in the chair (look for the...
Show more

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
085
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